E* > OJLA DT E
= Tollt=
MBS M | Tesss
_ . . . 170 YoM, 78,
O] AZELQIO7l OfH HESRD S4E 81X 5= MEALZL 2elstn 8s|= A LT
| 1. iy
HE D HK? (MoCapture)
HH 1.4.1
scol 2026-09-20
fals'o“ EI‘% MoCapture.exe - SHA-256 757f30aald2515083fdee91261c36c0975d43decd196304a8137b5a6b108def9
= S LU -EXl.zip - SHA-256 96ab3f5345680e9c65168178020959c12b3e631a3c89f3ac4909b6db406224b8
Hio|2{A ZHA} 6770 AZl 07 EFX| - 2026-09-20 - https://www.virustotal.com/gui/file/757F30aald2515083fdee91261c36c0
975d43decd196304a8137b5a6b108def9
| 2. Mo
BELATELE 2| HE0| HESYI APIE ALESIX| RS2 MATL|CE
MZ0l= YUUIO|E &0l A8 A TE, 2F B0 ME, 2o|d A 22l 1F, 31 A, S22 N, f4 473 2| 7|s0| ¥
H &L ok PAAs 28 o H :Xf" AH& XSl PCE HHOLEX| & LICE
QIZEE 7tEof A= 22X 2142 Windows0l 0]0] 0] = 74 224 (Windows.Media.Ocr)O| O, O] EEst ALEX}O| PC QHOJ A TF FZ&f
SL|CE o Q1A MH|AE 22X &L CE
M2 #e|At #otE 276K Y0, MH|ALE E2LO[HE HX|SHA| Yo, BX|AEZ| A7|= AFEXAEIE A 7 "Windows A|Zf Al A
ST AP AL A £2 "Windows M B ¢ls 17| & QLT
| 3.2H — &= A
an HM HE A 207 AN HESYT & EXHE (System.Net, HttpClient, WebClient, WebRequest, Socket,
TepClient, UdpClient, Dns., Uri("http, WebView) 244 Z 1t oA
o2 AA 2 E Zt MoCapture.d112| M|ELH|O[E{OI| A @Al &2 39371 E =2l System.Net - System.Web -
Windows.Networking - Windows.Web - System.ServiceModel Ul AH 0|~ &= 07
CIERETGERE]] 07 — NuGet T{7|X| & MX| & LICH NET ZEFY 2t Windows SDK £ & 2[0i| ®3At ZE7} glELICH
Lt tools/MakeAssurance & A& 22 HAE CHA| & 5= JASLICH
| 427 — 8% 2y
DE UM A - HA 2tH -2 F - 0K FY CHA| - JHE A DF S AF 1A BIZAEE JHElS o HA M S0 ZEMAT AR
st TCP/UDP -’F-':*x"ﬂf HIHE HERZR DLLE 0.25% 7tHC 2 7|EMRELICH (tools/network-check.ps1, ZE|At Het 2 ER).
DUH? S BAH =T
£ A2t : 2026-09-20 14:01:02
AT : DESKTOP-2ASSE7E / Microsoft Windows NT 10.0.26200.0
D2 HA : MoCapture (PID 11004)
Ay I : C:\Users\Home\AppData\Local\Temp\claude\C--Users-Home-dev-PureCap\3a8f1241-771e-4a3f-b3e0-32c4d315c7cd\scratchpad\rel\MoCaptu
re.exe
o HaA : 1.4.0.0
SHA-256 : 57dbOc578e6f992b520264110510947728d44674a8a29fcb6b9683e0e057f61a
2ZAl AI2E 80 (25ems 2+
HE : 115
TP ECHE : 02
upp BHHE H-Fal

HES3 pLL M : @i / &elsh 1304
HE 2 4+ : 93

ZI: 2ZAlote SO 0 ZZAMADL ¢ TCcP/uDP ZSHE 0l 1HE ASLICH

| 5. 201 W (nZAL pH| A

1. 222 me ol SHA-2560| < ZIF-P Z2X| 2IBL|C} — Get-FileHash \22H-&Xl.zip -Algorithm SHA256

2. YO Mocapture.exel| OFRHIZEES HH XtLhol ME 2 BE 7|55 AHEdH SLICH SZH0l| OFF XtO[7h §i&LICH — New-NetFir
ewallRule -DisplayName "MoCapture block" -Direction Outbound -Program "<Z 2>\MoCapture.exe" -Action Block (Zt2|X} #Hst
Elﬂ)

3. A =& 7|(Wireshark S)Lt Resource Monitor » UEAINA ST T2 MATL SE0|| LIEILIX| ASS &0l

<ol L|Ct,
4. 2| tools/network-check.ps1 2 & Had| 22 218 2ot EA = JUSLICH

20264 9& 20¥
O3k A I
SEATE
29| enterprise@mugwangsoft.com - F A& A1 security@mugwangsoft.com

BArmE

& CHESF ALE QlE - &2 gls - 2 Sls © 2026 Mugwangsoft



